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Is there lead paint in your offshore code?

What you need to know about securing outsourced applications

Is there lead paint
in your offshore
code?
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Todayos Speaker

Mike has more than 15 years of product management and
marketing experience and has acquired extensive security

Mike PdUg“Q ¢ q skills and helped launch the first security solution for
Veraco_ e Director of Product enterprise wireless LAN deployments. Mike has spoken at
Marketing

many industry events including Interop, Network World
Security Seminars, and has lectured on IT security with IP3,
MIS and TechTarget.
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1. Recent trends in outsourcing application
development

State of Software Security

Compliance Initiatives

Current Approaches to Application Security
5 Steps to Securing Software
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Case Study: Automating security acceptance
testing of software to mitigate risks
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Application Outsourcing Market, Locations and Trends

Gigglenas " InformationWeek

DEFINING THE BUSINESS VALUE OF TECHNOLOGY

Application Outsourcing Spending ($B) Two-thirds of companies on the
100 InformationWeek 500 list say they

offshore IT outsourcing to some

\ degree )

Application Outsourcing
Locations

2006 2008 2010 2012

“ North America mIndia mChina = Europe = Other

Source: Aberdeen Group



VERACODE

Application Outsourcing Drivers and Inhibitors

ASecurity & Risk
ANon-Realized Savings

ALoss of Control

AReduce Costs

AFocus on Core Business
AAccess to Hard-to-Find Skills
Almprove Service Levels
AProcesses & Methodologies

AiBrain Drainbo

AIP or Data Sensitivity
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Application Outsourcing: Reasons for Dissatisfaction

Developer Churn Poorly Defined Goals

>Changes i n prov
create issues for consistent
guality and security

1 f f© Can you articulate the end
goal?
© Can you define your own
processes for success?

© Ability to continuously
monitor meaningful metrics to
reduce risks

© Business unit involvement
from the outset

Lack of : :
Metrics/Monitoring Changing Requirements
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. State of Software Security
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The Unbounded Risk of Insecure Software

Applications are

State of Software Industry:

» Over $350 Billion in off-the-
shelf, internally developed and
outsourced software produced
or sold each year

» Thisisthewor | dos
manufacturing industry with

no uniform standards or insight

into security, risk or liability of
the final product

» Over 7,000 new vulnerabilities
reported in 2007
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Key Statistics (Gartner/NIST):

95% of all vulnerabilities are in software

75 % of attacks are at the application level
78 % of threats target business information
Only 10% of IT security budget is being spent

on aptplication security
7,236

5,990

3,784

2437

171 311

1995 1997 1999 2001 2003 2005 2007

Source: CERT, 2008
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Recent Real-World Examples
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How Did Software Get So Insecure? VERALOIE




