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Invites you to attend a
One-Day Program
September 17, 2007

Intrusion Detection Systems & Intrusion
Response



Four Points Sheraton Pittsburgh North
910 Sheraton Drive
Mars, PA 16046
(724) 776-6900

Registration will begin at 8:00 a.m. on Monday, September 17 2007. The session will begin at 8:30
a.m. and conclude at 5:00 p.m.

Directions:

From Pittsburgh and Points South - Take 1-279 North to I1-79 North to Exit 76 (Old Exit 25)(Cranberry Exit). Go
North on Rt. 19 to first stop light. Turn right onto Freeport Road (at Bob Evans Restaurant). Make first right onto Sheraton Drive.

From Points East - Take PA Turnpike to Exit 28 (Old Exit 3). Turn South on Route 19 toward Pittsburgh. At first light
make left onto Freeport Road (at Bob Evans Restaurant). Make first right onto Sheraton Drive.

From Erie and Points North - Take 1-79 South to Exit 78 (Old Exit 25) (Cranberry Exit). West (right) onto 228 to first
traffic light that is Rt. 19. Turn left onto Rt. 19 South. At the second traffic light, turn left onto Freeport Road (at Bob Evans
Restaurant). Proceed and make first right onto Sheraton Drive.

From Pittsburgh International Airport - Follow signs to Pittsburgh — Route 60 South. Stay on Route 60 South
watching for 1-79 North signs. Follow 1-79 North to Exit 76 (Old Exit 25) (Cranberry Exit). Turn North on Route 19 to first stop
light. Turn right onto Freeport Road (at Bob Evans Restaurant). Make first right onto Sheraton Drive.



Intrusion Detection Systems and Intrusion Response

Presented by: Cereda Amos, Secure-IT

Overview:

In the security consulting profession, we are continuously tasked with making
recommendations about security products. Customers want to know how to make their
corporate infrastructure more secure. Years ago, they would ask which firewall to buy, then
they wanted a PKI solution, but now it seems that they need to know which intrusion
detection system (IDS) to implement. In response to increased market awareness, companies
like ISS, Symantec, and CISCO are raking in the revenues for sales of their IDS solutions.
Similarly, freeware solutions like Snort are experiencing increasingly frequent download
requests. Consequently, intrusion detection has become an important component in the
Security Officer’s toolbox. However, many security experts are still in the dark about IDS,
unsure about what IDS tools do, how to use them, or why they must. This seminar will help

WHO SHOULD ATTEND

IT Auditors, Network Administrators, Security Administrators, and those interested in
learning the basics of intrusion detection systems

Prerequisites:
A basic understanding of general I'T concepts

Outline:

o0 Introduction to Intrusion Detection Concepts
oo IDS Architectures

oo Intrusion Detection Monitoring

0o IDS Maintenance and Operations

oo Intrusion Response Planning

Seminar Duration:
1 day (7 CPEs)



ABOUT THE INSTRUCTOR

Cereda Amos, Director, CISA, CISM
SecurelT

Cereda Amos is a Director with Securel T and has delivered numerous technical IT Audit seminars related to
network security, including a five day Network Security Bootcamp which focused on security and controls over
firewalls, routers, and intrusion detection systems. Cereda has also provided information security consulting
services in the areas of risk assessment, security best practices and Sarbanes Oxley technology controls and the
application of CobiT controls for Sarbanes Oxley compliance. Prior to joining SecurelT Consulting, Cereda
was an Information Security Specialist at the Federal Home Loan Mortgage Corporation (Freddie Mac). In that
role, she was the Security Liaison to the network area, and worked with Network Engineers in defining baseline
configuration standards for routers, firewalls, and other network devices. She also assisted a team in defining
network security metrics to help continually assess security risk as it related to external connectivity. Before
accepting the promotion to Information Security Specialist at Freddie Mac, Cereda worked in their Internal IT
Audit department where she was responsible for assessing security controls on a wide array of platforms,
technologies, and network processes. Prior to joining Freddie Mac, Ms. Amos was an integral part of the
Federal Reserve Bank System's Center for Auditor Development, where she developed and delivered trainings
in the areas of IT Audit and IT Security.



Meals... Continental Breakfast, mid-morning, mid-afternoon refreshments, and lunch are included in the seminar price.
Seminar Attire...Business Casual (No Jeans, Sweats, or Tennis Shoes, please!)
Continuing Professional Education Credits... 7 CPE credits awarded.

For additional Information... Please call or write Pat McClory (412) 768-4152 / Patrick.Mcclory@pnc.com

ISACA September 17, 2007 Seminar - Registration Form

Name Company

Address City/State/Zip

Phone Number FAX ISACA Member: YES NO
E-Mail

Seminar Price

ISACA
Member Non-Member
$250 $300

Please register with: Brett Wilson, Highmark. Inc (412)544-7088

brett.wilson@highmark.com

Please make checks payable to “ISACA — Pittsburgh Chapter.” Mail checks to:

ISACA Pittsburgh Chapter
P.O. Box 544
Pittsburgh, PA. 15230

Registration Deadline: September 11, 2007

Checks should be mailed in advance but will also be accepted at the conference registration table.
No Master Card, VISA or other charge cards accepted. Cancellations after September 11, 2007 will
be subject to a 25% partial charge if a substitute attendee is not found. Please note, CPE’s will not be
awarded until full payment is received.
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